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Abstract. Web services are deemed as the natural choice for deploy-
ing e-government applications. Their use enablese-government to fully
get advantage of the envisioned Semantic Web. In this paper, we pro-
pose WebDG, a comprehensive Web Service Management System for
e-government applications. It aims to improve government-citizen inter-
actions through an infrastructure built around the "life experience" of
citizens. WebDG provides a framework for automatically composing e-
governmernt services,optimized querying services,and preserving privacy.

1 Intro duction

Digital governmentapplications are becomingcommonplace.A major propelling
technology for e-governmert is the emergingconceptof Web services The nexus
betweenthe two is becomingvery strong as Web servicesprovide the platform
of choice for deploying the di®erert functionalities o®eredby governmerts and
supporting interactions with both governmert and non-gosernmert applications.
A Web service is a set of related functionalities that can be programmatically
accesseand manipulated through the Web [16]. Examplesof e-governmert Web
servicesinclude electronic tax "Ting, department of motor vehicledriver's license
service, and sccial services(e.g., health insurance for disadvantaged people).
The powerful concept of Web serviceis taking root becauseof the convergence
of government and businesse®ortsto make the Web the place of choice for all
typesof human activities [9, 15].

The ability to exciently accessand share e-governmert servicesis a criti-
cal step towards the full deployment of digital government. This requires the
developmen of techniquesto addressvarious challenging issues.Required tech-
niquesinclude servicedescription, discovery, querying, composition, monitoring,
security, and privacy. All these techniques would be part of a comprehensie
middleware for managing autonomousand heterogen@us Web services.For that
purpose,we are investigating the architectural componerts of a Web Services
Management System (WSMS). The aim of a WSMS is to do for Web services
what DBMSs have done for data. Userswill no longer needto think in terms of
data but rather serviees Web serviceswill be treated as rst-class objects that
can be manipulated as if they were piecesof data.

In this paper, we presert a comprehensie WSMS for e-governmert called
Web Digital Government (WebDG). WebDG enmbracesemerging standards for



describing(WSDL), discovering (UDDI), and invoking (SOAP) Web services[6].
Adopting Web servicesin WebDG enables: (i) standardized description, dis-
covery, and invocation of welfare applications, (ii) composition of pre-existing
servicesto provide value adda services,and (iii) uniform handling of privacy.
WebDG is built around a collection of features that include a framework for
composing e-governmert services,optimized querying services,and preserving
privacy.

The remainder of this paper is organizedasfollows. Section 2 givesa scenario
of e-gorernmert applications. It shavsthe drawbadks of current systemand what
WebDG aims to do. Section 3 examinesthree features of WebDG, including
composing e-governmert services,optimized querying services,and preserving
privacy. Section4 then describesthe implementation of WebDG. Section5 gives
our concluding remarks.

2 A Scenario of E-Government Applications

To illustrate the drawbadks of the current system and how WebDG can help,
we examine a typical scenarioin this section. One of the major concernsof e-
governmert is to improve governmert-citizen interactions using information and
communication technologies[9]. In our e-governmert project, we have teamed
up with Indiana's FSSA. Collecting sccial benets is currently a frustrating and
cumbersometask in FSSA. Citizens must often visit di®erent oxces located
within and outside their hometown. Additionally , caseoxcers must delve into
a wealth of proprietary applications to accesswelfare programs that best meet
citizens' needs.

Let us considerthe following scenariotypical to FSSA application domain.
A pregnart teen, let's call her Mary, goesto an FSSA ozce to collect sccial
bene ts. Mary needsa governmert-funded health insurance program. Shewould
alsolike to receiwe nutritional advice. BecauseMary will not be able to take care
of the future newborn, sheis alsointerestedin "nding a foster family.

The caseozcer, let's call him John, must accessall relative servicesamong
various agenciesto ful'll Mary's needs.He must “rst manually look up which
sacial programs o®er health insurance and food assistancefor Mary. He then
needsto nd a foster family service.For ead service, John needsto selectan
appropriate provider. The choice of the provider is mostly basedon John's ex-
pertise and someinformation gatheredthrough di®erert means(e.g., Web sites,
brochures). Sincethere might be a large number of candidate providers, choos-
ing onethat best ts Mary's requiremert is by no meansan easytask. Finally,
John choosesMedicaid (a healthcare program for low-income citizens) and WIC
(a federally funded food program for Women, Infants, and Children). Assuming
Medicaid is locally accessible John can connectto the corresponding applica-
tion and interact with it. BecauseWIC is a federal program, however, John has
no direct accesso the corresponding application. That meansMary must visit
another agency perhapsin a di®erert town, to apply for the benet.

Still more ditculties arise when John tries to nd a foster family service.
Using local resources,he "'nds no matching program, although Teen Outreach
Pregnancy (TOP), an FSSA partner, does o®er sud services.To complicate



things further, ead time John connectsto an application, he hasto make sure
that it abides by privacy rules related to the accessto and use of sensitive
information such as Mary's scocial security number (SSN).

This processof manually researtiing and accessingindividual servicesis
clearly time-consuming. It would be more excient if John could specify Mary's
needsonce and addressthem all together. He could then seamlessaccessall re-
lated servicesthrough a single accesspoint. In addition, John manually selects
a serviceor the combination of seweral servicesfor Mary from a large number of
candidate providers. This manual selection can hardly guarantee optimal out-
comes.John needsa service query mechanism to help him exciently selectthe
best services.Moreover, during the processof applying services,Mary's privacy
may be releasedbecausesomeproviders may needsuc information to o®erser-
vices. WebDG provides solutions for all above issuesand o®erscomprehensie
support for governmernt-citizen interactions.

3 WebDG: A WSMS for Digital Government
WebDG is a WSMS for digital governmert. It providesa framework for exciently
accessinge-gorernmert serviceswhile preservingcitizens' privacy. Its main con-
tributions revolve around three features, including composing e-governmert ser-
vices, optimized querying e-governmert services,and preserving privacy. We
overview WebDG's approac for thesefeaturesin this section.

3.1 Comp osing E-government Services
We proposea new approach for the (semi) automatic composition of Web ser-
vices. Automatic composition is expected to play a major role in enabling the
ervisioned Semantic Web [4]. WebDG's approad for servicecomposition is par-
ticularly suitable for e-governmert applications. It focuseson a selecttype of
users (citizens and caseozcers) to provide customized e-governmert services.
Composingservicesin WebDG includesfour phases:speci ¢ ation, matchmaking
selection, and geneation. In the following, we focus on the matchmaking phase.
The other phasesare outlined for the sake of completeness.
Speci cation  Service composersde ne high level descriptions of the desired
composition via an XML-based languagecalled CSSL (Composite Service Spec-
i cation Languagg. They simply provide abstract de nitions of the operations
to be performed without referring to existing Web services.CSSL usesa subset
of WSDL serviceinterface elemeris and extendsit to allow the: (1) description
of semariic features of Web servicesand (2) speci cation of the control °ow
between composite servicesoperations. De ning a WSDL-lik e language makes
the de nition of composite servicesas simple as the de nition of simple (i.e.,
non composite) services.It also allows the support of recursive composition.
Matc hmaking Once CSSL speci cations are provided, the next stepis to gen-
erate corresponding composition plans. The matchmaking phase includes two
issues:how to choosee-gorernmert servicesto generateplans and how to ensure
composabilities of these services.In the following, we proposeour approac to
addressthesetwo issues.

The matchmaking phaseautomatically generatescomposition plansthat con-
form to users' speci cation. A composition plan refersto the list of outsourced



servicesand the way they interact with ead other (plugging operations, map-
ping messagesetc). To acceleratethe discovery of componert services,we orga-
nize WebDG servicesinto communities [8,5]. Communities provide meansfor an
ontological organization of the available service spacebased on categories All
servicesthat have similar category belong to the same community. We de ne
an ontology for e-governmernt service called Category. We assumethat govern-
mernt scocial agencieswould agreeon the ontology ahead of time. The Category
ontology cortains four attributes: name, synonyms specialization, and opera-
tions. The name givesthe domain of interest of the current community (e.g.,
\healthcare"). The synonymsattribute cortains a set of alternative names.For
example,\medical" is a synonym of \healthcare". Syecialization is a set of char-
acteristics of the current category For example,\insurance" and \children" are
specializations of the \healthcare" category. The Operations attribute gives a
list of generic operations provided by community services.Each operation has
a set of input and/or output parameters. Each parameter has an XML Schema
data type. An operation also has a Type elemen that belongsto an ontology
Type. This ontology includesnhame, synonyms and specialization attributes. The
name givesthe businessfunctionality o®eredby the current operation (e.g., \el-
igibilit y", \counseling"). Synonymsand specialization attributes are de ned as
in Category.

Providers (e.g., FSSA bureaus) identify the community of interest and reg-
ister their serviceswith it. Servicescan leave and reerter a community at any
time during their life-span. During the registration process providers must de ne
the mappings betweengenericoperations de ned in their community and those
de ned in their service. A service may o®erall or some of the operations de-
“ned within a community. For ead genericoperation, it may useall operation's
parameters, a subsetof those parameters, and/or add new parameters.

A major issueaddressedby WebDG's matchmaking algorithm is composabil-
ity of the outsourcedservices[4]. We proposea set of rulesto chedk composability
for e-govrernmert services.Theseinclude operation semanticscomposability that
comparesthe semartics of service operations and composition soundnessthat
cheds whether combining Web servicesin a speci ¢ way is worthwhile. We “rst
give the de nition of e-governmentservices to formally describe the set of com-
posability rules. De nition 1 - E-governmentServie. An e-governmentservice
ES is de ned by a tuple (Description;, OP;, Bindings;, Purposg, Category;)
where:

Description; is a text summary about the servicefeatures.

OP; is a set of operations provided by ES;.

Bindings; is the set of binding protocols supported ES;.

Purposg = fPurposex (opik) j opk 2 OP;gis a set of ES; operations' pur-
poses.

{ Category, = f Categoryi (opik ) j opk 2 OP;g[ fCategory(ES;)g is a set of
ES operations' categories.}

{
{
{
{

Operation semartic composability comparesthe categoriesor domains of
interest (e.g., \healthcare", \adoption") of ead pair of interacting operations. It



also comparestheir purposesor functionalities (e.g., \eligibilit y", \counseling").
To de ne compatibility between operation categories, let us consider the two
operations opk = (Dik, Mix, Ini, Outi, Pi, Cik, Qi) and op;; = (Dji, Mji,
Inji, Outj, Pji1, Gji, Q 1). We say that Cix is compatible with G if:

1. (Ci .Domain = C;;.Domain) or (Ci .Domain 2 C;;.Synoryms) or (C;j;.Domain
2 Cj .Synoryms) or (Cy .Synoryms\ C;;.Synoryms 6 ;); and
2. Ci .Specialization pu C;j,.Specialization

De nition 2 - Operation Semantics Composability. We say that opx = (Di,
Mic, Inic, Outi, Pi, Cik, Qi) is operation semantics composablewith op;; =
(Dj 1, My, Injp, Outjy, Pji, Cji, Q 1) if (i) Pi is compatible with Pji and (i) Cix
is compatible with Cj;. }

Composition soundnesscheds whether combining a set of servicesin a spe-
ci ¢ way provides an added value. For that purpose,we introduce the notion
of composition template A composition template is built for ead composition
plan generatedby WebDG. It givesthe generalstructure of that plan. We also
de ne a subclassof templates called stored templates Theseare de ned a priori
by governmert agenciesSincestored templatesinherently provide addedvalues,
they are usedto test the soundnessof composition plans.

De nition 3 - Composition SoundnessA composition of servicesis soundif its
template is a subgraph of a stored template }

Selection At the end of the matchmaking phase, several composition plans
may have beengenerated.To facilitate the seletion of relevant plans, we de ne
Quality of Composition (QoC) parameters.Examplesof sudh parametersinclude
time, cost, and plan's ranking. Composersde ne (as part of their proles) thresh-
olds corresponding to QoC parameters. Composition plans are returned only if
the valuesof their QoC parametersare greater than their respective thresholds.

Generation This phaseaims at geneating a detailed description of a compos-
ite servicegiven a selectedplan. This description includesthe list of outsourced
servicesmappingsbetweencomposite serviceand componert serviceoperations,
mappings between messagesand parameters, and °ow of control and data be-
tween componenrt services.Composite servicesare generatedin emerging stan-
dards for servicecomposition such asBPEL4WS [3], WSFL [7], and XLANG [2].

3.2 Optimized Querying of E-government Services

WebDG provides a query schemethat o®ersdatatase-like query facilities over
Web services[11]. Userssubmit queriesthat are answered through a combined
accessto various Web services.The challenge is then to devise the \b est" al-
ternative of Web servicescombinations with respect to the delivered quality.
Fundamertal premisesof the querying schemeis that Web servicesare a pri-
ori unknown, their number is potentially very large, and they are usually au-
tonomous, heterogeneousand highly volatile [13]. We proposean optimization
model basedon Quality of Service (Qo0S) that would capture users'requiremerts
for exciency.



E-Government Service Querying A fundamertal challengein enabling e-
governmert servicequeriesis how to obtain the combination of actual operations
from the declarative expressionof a query. For that purpose,WebDG contains
a three-level query paradigm where queriesgo through seweral transformations
that lead to the service execution plan [10,12]. The query paradigm includes
query level virtual level and concrete level Query level allows usersto submit
database-like queries.Each relation de ned at the query level is mapped to one
or a set of virtual operations at the virtual level. A virtual operation contains
elemerts of input variables, output variables, category, and function description.
The virtual operations are mapped to concrete e-governmert servicesat the
concretelevel.

In the virtual operations matching phase,it is not always possibleto nd an
exact match for a given virtual operation. In addition, the same functionality
may be o®eredin various ways by di®erert e-governmert services.Users may
be inclined to acceptsimilar or closeanswersto their queries. This is especially
true in the context of sacial serviceswherethe objectiveis to get whatever sccial
bene ts are available for a needycitizen. Consequetly, we proposea multi-lev el
model for virtual operation matching.This model includes exact match, overlap
match, and partial match. These three levels re°ect di®erert matching degree
that quanti es how exact the matching is. This would help the citizen and the
casemanagerin assessinghe results of their queries. The matching degreehas
a direct impact on the quality of the query results and subsequetly on the
optimization process.

Optimization Mo del Given a query, an important challenge for the system
is to nd the "best" query execution plan with respect to an objective func-
tion. Indeed, the resolution of any query may lead to various alternativ es with
disparate qualities. Quality of service (QoS) is playing a crucial role in assess-
ing the added-\value of competing e-governmert services[17].In our approach,
e-governmert servicesare selectedand combined basedon the QoS they o®er
adjusted through a dynamic rating schemeand multilevel matching. Each time
an e-governmert serviceis selectedin solving a query, it is rated by comparing
its advertised QoS with its actual QoS. In addition, di®eren levelsof matching
have been consideredin matching virtual and concrete operations. Each level
has a matching degree that is also usedto adjust the objective function.

QoS is de ned through a number of parameters supplied by the service
providers. The objective of the optimization processis to maximize or minimize
ead value. In the proposedsystem, we considerthe QoS parametersincluding
latency, availability, and security . Latency represerts the averagetime it takesfor
an operation to return results after its invocation. Availability de nes whether
the e-gorernmert serviceis presert and ready to be invoked. It represens the
probability that a serviceis available. Security re°ects the ability to provide
con dentialit y and non-repudiation of exchangedinformation. This is crucial for
digital government applications that indeed manipulates large amounts of sen-
sitive information.It is clear that theseare not the only parametersthat may be



usedto assesghe quality of e-government services.Other parameters include
accessibility, reliabilit y, etc.

Due to the di®erert °uctuations that may occur with an e-gorernmert ser-
vice, the QoSadvertised by that e-gorernmert servicemay not be always ful Tled.
Furthermore, the e-gorernmert servicemay change someof its QoS parameter
values over time. To ensurethat QoS parameters are usedin a way that rep-
resers the actual quality of an e-gorernmert service, we proposeto adjust the
advertised valuesof those parameters. The ideais to rate e-governmernt services
by monitoring them and computing the delivered QoS. The promised QoS (pQoS
is the value of the QoS parameters advertised by the service provider. The de-
livered QoS (dQoS is the value of the QoS parameters obtained by monitoring
the Web service.

Any new e-goernmert service receives initially the highest rating. Rates
range over a [0, 100] scalewhere 100 is the highest value. E-governmert ser-
viceswith a negative QoS distance above a certain negative threshold will have
their rating lowered. On the cortrary, if the QoS distance has a positive value
greater than a certain positive threshold, the Web servicerating is increasedif it
doesnot have already the highest value. In subsequeh queries,QoS parameters
are weighted by the ratings of the corresponding e-gorernmert services.

3.3 Preserving Priv acy

Privacy is a major issuethat e-gorernmert needsto address[17]. Citizens gen-
erally must divulge sensitive information, sud astheir SSNor salary, to access
e-gorernmert services.Two characteristics add to the complexity of the privacy
problem in e-governmert: sharing of citizens information among governmernt

agenciesand citizens di®ering privacy requiremerts. Privacy is generally misper-

ceived as an issuewhosenatural solution consistsof good security mecanisms.
Security and privacy are tightly interrelated issues,but securee-gosernmert in-

frastructures do not necessarilyensure privacy. Our system focuseson privacy
enforcemery; we assumethat appropriate security medanisms, such as secure
communication channels, already exist within the e-gorernmert ervironment.

Priv acy Mo del A typical citizen-governmert interaction involves three par-
ticipants: users, services,and databases.This naturally de nes a three-layered
model for privacy [14].

The rst layer of the privacy maodel is user privacy. Usersof an e-governmert
serviceinclude persons(e.g., citizens and caseozxcers), applications, and other
e-gorernmert services.In many cases,usersinteracting with an e-gorernmert
service are required to provide a signi cant amount of personal sensitive infor-
mation (e.g., their SSN, credit card number and address).Usersof e-governmert
services,however, may expect or require di®erert levels of privacy according to
their perception of the information sensitivity. The user's perception of privacy
also depends on the information receiver and the information usage[l]. The
set of privacy preferencesapplicable to a user's information is called user pri-
vacy pro le. A user privacy pro le is typically de ned by the userbut can also
be uniformly set for a group of individuals. Privacy proles are dynamic: users
can create, view, update, or delete their privacy proles. To provide support



for resolving legal disputes over privacy violation, the underlying Web service
architecture must trace all of these operations. We also de ne a user's privacy
credentials as a signature that is typically appendedto any request that the
user submits to the Web service.They determine the privacy swpe for the cor-
responding user. A privacy scope for a given user de nes the information that
an e-governmert servicecan discloseto that user.

The secondlayer of the privacy model is service privacy. An e-gorernmert
servicegenerally hasits own privacy policy that speci es a set of rules applicable
to all users.Serviceprivacy generally speci es three typesof policy: usagepol-
icy, storage policy, and disclosue policy. The usagepolicy states the purposes
for which the information collected can be used. For example, consider an e-
governmert service Medicaid that provides healthcare coveragefor low-income
citizens. Medicaid may state that the information collected from citizens will
not be usedfor purposesother than those directly related to providing health
servicesto citizens. The storage policy speci es whether and until when the in-
formation collected can be stored by the service. For example, Medicaid may
state that the information it collects from citizens will remain stored in the un-
derlying databasesoneyear after they leave the welfare program. The disclosure
policy statesif and to whom the information collected from a given user can be
revealed. This information may relate to individual personsor to groups of indi-
viduals. For example, the privacy policy of the serviceMedicaid may state that
external userscannot accessstatistical information that revealsgeneral charac-
teristics of the bene ciaries(e.qg., averageincome,racial background distribution,
etc).

The third layer of the privacy model is data privacy. A data object may be
accessedvy seweral e-gorernmert services.For example, consider the US Na-
tional Database for New Hires (NDNH) that contains information about over
200millions hired employees.A recordin this databasecan be accessedqusing an
e-gorernmert service) by an IRS ozcer to chedk the accuracy of an employee's
tax form. It may also be accessedusing another e-governmert service) by an
ozxcer at a child support agencyto chedk whether a parent is compliant with his
child support obligations. This shows that di®erent e-government servicesmay
needdi®eren information from the samedata object. Thus, data objects must
be able to expose di®erert views to di®erert e-governmert services.For ead
data object, we de ne a data privacy prole that speci esthe accessviews that
it exposesto the di®erert e-gosernmert services.

Priv acy Enforcemen t An important premisein our privacy enforcemen ap-
proach is that usersaccessdatabasesthrough e-gorernmert services.When a
servicereceivesa requestfrom a given user, it rst cheds that the userhasthe
necessarycredenials to accessthe requestedoperation accordingto its privacy
policy. Lets look at the Medicaid service,which statesthat the only personwho
can update a citizens privacy pro le is that citizen. If the requestis valid, the
servicetranslates the usersrequestinto an equivalent data query and submits it
to the appropriate governmernt databasemanagemen system.



Beforethe Medicaid servicesubmits a query to the DBMS, it sendsthe query
through a privacy preserving data Iter (DFilter). This DFilter is composedof
two modules: the credertial chedking module (CCM) and the query rewriting
module (QRM). The CCM usesthe credertial received with the query to deter-
mine whether the servicerequesteris authorized to accesghe requestedinforma-
tion. If the credertial authorizesaccesgo only part of the requestedinformation,
the QRM redacts the query to enforce all the privacy constraints. For exam-
ple, the QRM deletesthe salary "eld from a servicerequestthat translates into
the SQL query select name, age, salary from Medicaid.enrollees before
submitting it to the DBMS if the credertial of the user who made the request
doesnot allow accesgo enrolleessalaries.

The privacy prole manager (PPM) enforcesprivacy at a ner granularity
than the CCM does. The local CCM might decide that an organization can
accesslocal information regarding health records for a group of citizens, but
some of those citizens might explicitly requestthat parts of their records not
be made available to third-party ertities. In this case,the local PPM would
discard those parts from the generatedresult. The PPM is a translation of the
consent-based privacy model in that it implements individual citizens privacy
preferences.lt maintains a repository of privacy pro les that storesindividual
privacy preferences.The PPM also handles citizens requestsfor updating their
privacy pro les.

4 Implemen tation

Figure 1 shows the WebDG system as implemented acrossa network of Solaris
workstations. Citizens and caseozcers accessthe system via a graphical user
interface implemented in HTML and Java servlets. WebDG currently includes
sewven FSSA applications implemented in Java (JDK 1.3). The Axis Java2WSDL
utilit y in IBMs Web ServicesToolkit automatically generatesWSDL descriptions
from Java class les, which WebDG publishesinto a UDDI registry. WebDG uses
the servicemanagemetn client within Apache SOAP 2.2to deploy e-gorernmert
services.Apache SOAP provides a sener-side infrastructure for deploying and
managingservices,and a client-side API for invoking thoseservices.Each service
has a deployment descriptor that includesthe unique identi er of the Java class
to beinvoked, the sessiorscope of the class,and operationsin the classavailable
for the clients. WebDG deploys eadh serviceusing its descriptor and the URL of
the Apache SOAP servlet rpcrouter asinput argumerts.

The WebDG manager is at the system'score. The service locator (SL) looks
up WSDL descriptions in the registry. Once the execution engine discovers a
service, it invokesthe servicesoperations through a SOAP binding stub.

The composite service manager (CSM) usesthe Java API for XML Process-
ing (JAXP) to parsethe XML-based composite service speci cations. It then
returns them to the matchmaker, which cheds composability rules. The match-
maker then sendsead composite serviceoperations categoryto the SL. The SL
parsesead located servicesWSDL description and returns it to the matchmaker.
The SL retrievesonly serviceswhosecategory is compatible with the operations
category After chedking composability, the matchmaker generatescomposition
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Fig. 1. WebDG Architecture

plans and sendsthem to the optimizer, which selectsplans basedon quality of

composition (QoC) parameters. Usersde ne thresholds for such parameters as
time, cost, and the plans relevanceto the usersspeci cation. The optimizer re-

turns plansto the matchmaker if the QoC parameter valuesare greater than the

usersthresholds. The matchmaker forwards the selectedplans to the soundness
controller (SC) to ched that the way they are combined provides added value.

The SC then returns plans, along with their compatible stored templates (if

any), to the CSM. The CSM then sendsthe plans to the execution engine The

exeution engine enacts the plans by actually invoking e-gosernmert services
using SOAP. We use SOAP Binding Stubswhich are implemented using Apache
SOAP API for this purpose.

The service query engine (SQE) is responsiblefor the correct and optimal ex-
ecution of e-governmert service queriesin WebDG. The operation Matchmaker
(OM) interacts with the SL to retrieve the services'descriptionsin WSDL and
determinesthe concrete operations to usein the serviceexecution plan. WSDL
descriptions (augmerted with semariic attributes that we have de ned) are
parsed and concrete operations are matched to virtual operations using one
of the matching modes. The monitoring agent(MA) monitors e-governmert ser-
vice invocations. Its goal is to assesgheir behavior in terms of the delivered
QoWS. The monitoring agert maintains a local repository for ratings and other



Fig. 2. WebDG Interface for Preserving Privacy

information to compute those ratings. The query optimizer (QO) is the certral
componert of the SQE. It determinesthe best serviceexecution plan for a given
query basedon the optimization model that we preseried in Section 3.2. After
the optimizer generatesan e+cient service execution plan, the plan is handed
over to the execution engine.

When service operations attempt to accessthe FSSA databases,a privacy-
preserving processorintercepts the operation invocations and allows or disallows
accessbased on privacy pro les, privacy credertials, and data Tters. Figure
2 shawvs TOP's Seard Family Adoption operation, which returns information
about foster families in a given state, in this caseVirginia. The value\no right"
for the attribute Race meansthat the current user does not have system per-
missionto accessnformation about family F1's race. The value \not accessible"
for the Household Income attribute indicates that family F1 doesnot want to
disclosethat sensitive information.

5 Conclusion

In this paper, we describe a comprehensiv WSMS for digital governmert, WebDG,
for the excient deployment of e-governmert services.WebDG uses Web ser-

vices as an e®ectiwe vehicle to provide governmernt servicesto those citizens



who needthe help the most. Web servicesempower e-governmert with features
from the envisioned Semaric Web. The main cortributions of WebDG revolve
around three features: composing e-governmert services,optimized querying of
e-gorernmert services,and preservingprivacy. We describe a Web servicebased
implemertation of the WebDG systemto deploy sewral FSSA applications as
e-gosernmert services.
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